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@ BioPassport

3.1.2 . DPHR O12 E2{|0| A&

DPHR O Z 8§ O] A (Marketplace)= DPHR AF2X}7F XtAIO| O| 2 HIO|HE
Lo ot= S & Y LICH E81E A A= BioPassport Ol O| E{H|O| A0 2| 2
HOIHE =5, 0|2t HIO|E = 0| ™22 Lot ZFAH A O XHOf| A|

THOY ) L CF. AFB A7} 5.2/3} ¥ Marketplace O S 28 H[0[E[S ZHY 4

UE L EE DPHR AFEALE AFE AL HSE 4= A= HIOIH SR/ 0| Lot =27+

A= I ofof Tt &S UA ELICh Al S Z83) G|0|E & Fe[5t:l Ef A5t
TOHAZF A= Y HOlH SR Ot 210E EHEY &+ AEE JS LI
=8 ZH0| A= ppPHR GO H 2| AN FOALZ 7|2, | = 7| 20| Lt

Google, Facebook, Amazon I} Z2 OIZt7| ¥ 2 = &= UGS LILC}.

Atk 2019 H |2 H|O|E 24 A[F2| # 2= 9 140 &
40| XA 500 Y SE{7F 2 HOZ O A RO, O| & Edf

7
G| O B (raw data) Off Lot =8 ot S7tot ALhE AE *FE & AS UL
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HIO| QI AL E A{H] @ BioPassport

3.2.1. 78 0|E‘|E|E(Ethereum M EX| 11}
ADHC consensus €11 2|&

BioPassport 1| E 9| 3= Ethereum&| A E 4| QI ] L|C}. BioPassport 0| A F2|= 7 2l
HIO|HE X &SI, H2fE T ZE M acyclic directional hash chains with RLP(ADHCRLP,
=2k 2ok SA| HQ B RLP) QIZ Y2 AFESHLICE R2[= SHAIE A4t [If sHA3-5128

AFE R LI ADHC € 12|52 OF2i e 25 LT

T, transaction i (i: 22| =M & A HEdl=
o, o, AP AL ulbve| FA

o(T): RLPE At TS| A& H

H,: 3HH T(Trip|€)n_ 72l 77t =2t El BioPassport IEY 32| 52 LIEHRLICE,
SHAKX): x2 271 O 2 3Bt SHA3-512

E(p.x): &2 7| p2 AL x| Z= gt ¢ (concatenahon) k=

Secret: A& At m2| &2 MY A0 MY E Y2 E EO{F = Secret

Hr

)

*AHE A me| 27| AEf -
Ho = SHA(a,,(+)SHA(o(encrypted personal data))), NIL, NIL
*AHEXRFme| el o

H, = SHA(o (Transaction,)(+)Hy(+)H, ) Ho E(Pys Hymy)
(Hv<m>8 27| (receiver)| DFX|BF (m-th) 42§ 2] s A|2JL|Ct)

H = SHA(o (Transaction )(+)H,_{(-)H ). Hnr E(Py Hyny)

MEHN el E Soto] 385 Mot LT
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HIO| QI AL E A{H] @ BioPassport

3.2.1. 78 0|E‘|E|E(Ethereum M EX| 11}

ADHC consensus €11 2|&

ADHCE &5t0 AHelj 7| Z2 H] =2t A2 = F (acyclic graph) & & d &L Tt
A S RHvalidator)= HE I MN E= 222 H3E = A=, o= 0|2 st
L5 HH SotLE & 7+ UASLIL

IFEVfER Saction e InitTransactiony(m.1) InitTransaction ,m-1)

EncryptedData <
’ Dt o=

A A A

™

@ ; Transaction,, Hy(m) Transaction y(m.1)

Hn Hp
User User (V) User (W)

Transaction p4+ Transaction w(m1)
>

Hw(m-1)
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HIO| QI AL E A{H] @ BioPassport

3.2.1. 78 OIE‘IEI (Ethereum) A{ ELX{| @11}

ADHC consensus €11 2|&

= AME0Y 2E A2 AFHEE & (ordering)=
a3 ks dSAts 0K A2l siA[(E =380l
(e)

EXtel S0 71§ MESHY ¥=otEl ojAE 44 ol =50
s

—

Ol2{et 2ot HS 2 BioPassport A EX| Ol A2 10074 0OtCt O] FOf &I L|C} 2t
ASA= 2 HelE M85 HF Z1E O|HE[Z0 X &3t BioPassport=

AS X0 A BioPassport E22 EoeL|CE 100712 2o Chet ASXA7t g2 8%
BioPassport M EM| QI A|AEL XHH| LY £|F AYS 2 =5HX T EA2 O
L

EI
ASAA MS =0, Chg 243 2250 O B2 d43A7F dAE L.

Hefe| HotS x[atto| 2|laA 2 OHHSHA HE5H7| 25 X[ Z(wallet)S AHESHY 22
A5 = T LICE Wallet 2 BioPassport A2 X[ Q10| M E2[Z(triple)2t HE E 22 =+
A2, 20|M CHE L 2| F0 w2l He2H el SHA[Z7F 7= SHA| HAFLICE S A| 7}
25t BioPassport wallet MEX| Q10]| A StLE O] & 2| EB|EE ot €2
SEE2 0|84l SHAIE ol = USLICHL Y2 A RE= L= 7|9 AR E ALY
M=o 22X AHel7t 57HE 7580 i & LT

14



HIO| QU AL E AMH|A S @ BioPassport

3.2.2 %43 00| ME

ALEAL 70 Q1 H|O|H & Y2 otE MEA0 MEE L CHEA HIO| B o[ AL E4F I
A2a"o] E = AFHLCH.REl= 72 HOIHE Y=zt = JAEFE 7|2 27|26
modified Elliptic Curve Diffie Hellman Key Exchange(%2|l= mECDHZ} £&L|CHE
A8 AYLICH mECDHE 7|8 dd5t7] fISiM ALEXEL| private key?b HELHE
secret (such as PIN, 233}l A HO|H). 2= mECDHE ArE3}t7| M0
AEXL7t private key(ZHQ! 7]) @t CtE secret 2 CHEXO XESHCHH XM E
HO|H &= YzstX oz OHHStL Lt
Ch. YN o2 HIO|HE

49| secret datag AHE5}0

0
S g=e E= diFotY| ?lof 7|E d-d5t=0

m o

mECHDE AFE¢tL|Ct SHH HE[-IHE| (multi-party) mECDH= &= O[Sl ZHA Xt 7+
SOISHA| A2 M A2 = U= HE|-MF(multi-signature) 7t H|O|EHE g Uj
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@ BioPassport

s ﬂfﬂfﬂlﬂ(p a b, Cn, h)2t & 74| 7| & p,=(d1,Q1), p,=(d,,Q,)0l CHEH F2|= (x,y)=d,Q;OlLF (x,y)=d,Q,=
Cl4tSH0] 37 secret xE 22 = JASLICH

xE & 717h 2 A YL/
ECR 7 7|8 AE3tY L2 HIO[H dE #=2t5tH, d2{o 25 ENC, repr(p.ab.gnhp.p,d2 B E 5
Olﬁ|_| E}.'

A H

mECDH 7| /g

Afﬁﬂol ZHR| 7| ¥ py=(d;, Q). p,=(d,.Q,),
p, = AF8ALO C}2 secret ] Afby(alopassport API) S| 7| O Al TFY B LILE ps=(d5Q5)

242 O|O|E{ £ BioPassport0fl A &gt I

1. Al-%xl-f Euser = ENCmECDH(p'a'b’g'n'h'pPpZ'd)% 74|A‘—}‘_6';'|- L| El‘
2. Al-%xl-gl- Epr = ENCmECDH(p'a'b'g'n'h'p1'p3'Euser)% ('):-I% _)F 9/\5% ECDH

i

S CH

Mi= G5 M0 O|2{gt HIo|HE MEe IEF 2|0 ArEARE M = OrEZEA 2 G M &
20 EbpzzENCmECDH(p'a'b'g'n'h'pz'p}Euser)% Mg

-

BioPassportOf| Al 2= G|O|E{ S ZAT .

1. AFEARE p1 £ p22| S7H 7| 3{AlE S50 BioPassportZFH H[O[HE 27 etL|Ct.
2. BioPassport= &7H 7| S{A|S HAFSELL, 7| B A[Of| 2} Ebp1O|Lt Ebp2E ==& LICH
3. MEXt= Y= HO|H & 3l =5t7| I8k CHE secret 7| & MY 4= ASFLICH
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HIO| QI AL E A{H] @ BioPassport

3.2.2 %43 00| ME

BioPassportE &3l AHEXt= BioPassport APIZ BioPassport A{ELX|QI0f 74Ol o=
HOHE dd X MYLCH o 8%, MYE HOlEH= AMEXHS| private key2t
A X2l mECDHE &%t secret dataE SSHAEH AM Tt LICH AMEXIZL ES
AME 28T = UCHH, ZHAQl(tester) X EF 22 =7t HO|HE XtilQf
oAl ez 7| B0 O = ASLICE dA/ES 8 BEE/4A 21 HE 282
HO[E{ 2 BioPassport MEM Q0 MEFELICE et X 3= HA/ESO0
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HHO| QI AT E AfH|

3.2.2 %43 00| ME

A2 A 3A= dA/ES0| EMZE 2olkts

@ BioPassport

H= & SE A - .
S #oIE & AN, oS

—y

717t fle 22 2H HOolHE 8 & gLt M 3A7F ALEAS] 9|z 7| =0

HA — —

H2ot7| oM AEAEREH B7tE

E22H d4= 712 977 |E2 EEHS=0H0| ArEs5t
ot mECDH 44 7|& AtE9H(
FAte| 72t IOl AH|XL 7] B&

=
(de-identification process)E T2
L2 ot L|CHO[ MO = H[O|E

et =8 oY Al E3% 4= ASLICH

De-identified
E health record
v

= &=

- Request

User Endorser Data permission
(Persc:(n)/ Consumer - Consume data
test kit
(computer)

2——|

- Check health record
& endorse
- Add test result to test

- Create health data

- Request
test/endorsement

- Permit data consumption

283l0F gtL|C}. BioPassport= mECDH

1 = st Exa by
_I

Personal
health —
record1 Personal
health
record2
(endorsed)

,HO

Store Encrypted Data

- Finalize transaction
- Provide stored secret
data (to be used with
user provided secret)
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HIO| QI AL E AMH|A @ BioPassport

3.2.3 DID, DPHR

BioPassport DID= AFEXALE 2Iol 1319 A A HXE AME L CL Z2e] DID= HD
710 Dl 2= 7| S E2ELCE 7l (public) 7|= BioPassport A/ EX|QI0]
M XD &= 7= DX $FEUCE d2|10 £E(saly)7t Z&E 371 7|2 SHA3-
5127t DIDE AMEE A YL T}

DPHRZ A| 3XtO|A A& Al, 22|= BioPassport HIERI I A "information transfer
transaction(ITT, FE& 0|& #HzH)"E MSELICL AFEAt= HIO|E 37 278 AFZO|A
7fel 7|Z/H0lHel 222 BT = U2, 2t FE2 mECDHRI F=M7|&

| H -
Aol R2e15t0 #4177 HOIHE dAE = ASLICL fel= ol I
C

SO Mg FHax sHE NS = AW DYt HO|Eel d2, HoJH CIXE
HEOIEE 7t = ASLICH
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4-1. Token Economy

ol EE2

BioPassport Token(BIOT) & L|Ct. E&2 L3l
SLLCHL E22 HEfA 2t

(o]
PN=]

@ BioPassport

SHZ0| MSot=
o

DPHR
Users input
health data
— Consultants
rewarded with =
L tokens €3
i
Users can 5 Token withdrawal

apply tokens towards

Token withdrawal @
Purchase X @ @) telehealth services
on the exchange o SN

and deposit External withdrawal
to the platform of tokenswhen applying
for withdrawal

Principal payment Users earn (i)
atthe end tokens " (=

of staking

Users can stake -
tokens

% to rewards
pool &2

> Reward Pool ¢

)

% to rewards
pool

' Staking Pool I

Consultants offer Exchange
¢ Purchase
services
on the exchange
External withdrawal and deposit
of tokens when applying to the platform

for withdrawal

(* For every purchase made by tokens,
a % allotted to rewards pool)

Users earn
tokens

Principal payment
attheend
of staking

Rewards as much as the staking-allocated interest % go into the pool,
and the interest that users receive is paid from the reward pool

Consultants can
stake tokens

20



@ BioPassport

4-1. Token Econmy

4.1.1 Earning BIOT

BIOT E22 AFEX7F HENA O 7] 02 T fo= HERA| LHO| A Crfot HAaloz SEZE}
JRHEA ES2 2 MSE UL Eot A8V 220 sS40z 7| ES (- TEH

A8 Xt= BioPassport dApp= SOl = S
LHSHA HEE M 2 g |E§ StALL &M M3 52

|ZtE XS 24 HS) BIOTE Al

SHAl &, XI%EEE
H(10¥,302, 1002 &

o 0
ofm mjo
OF

N

OH
m|5
4>
30
>
— d
|

S AFEXb= pDHR O S| 0| A0 XHM o 740l ol 2 HEE N&Sst= A0 st 1
CIO|E{ 7t & 17| 2, &l B AL K| 2A SO A G|O|E{ S EHOH=ICHH Of IO = L™ %2|
BIOTE M2 &0, &% BloTE= dAppOll Al 2RIt 4= & L|Ct

ohHdE, At ol A S FESHA HElotA L 25 M, DM S A M, TS =0
S 7IEF et 7| & Sof BloTE M& &5 LICE
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@ BioPassport

4-1. Token Econmy

4.1.2 Using BIOT

-1 O —
HIO|QIARE WS S8 AT A

OI¢|_| |:|._

A H

93]

HOIEH & Ttofst7{L} #OiSH= B0 = BIOT EE2 AHEE = JASLICH AFEXt=
72l BIOE& EofstAHLE RSt HoIHE FOoiE M, siE Aol B
A

I
M-S0 7S ngotd Hys #E + USLILh

UEIIES 7= LEIZ F0i5tE 40 = BIOT £E20| ALEE LICH AFEALE
LTI ES BIO|RQIfAZE A L{O|A FO4SHA, BIOT EE& A8 #5525
gEe = ASLICH

Lot Mg e oz, 018 ME £ sHEHE FoiotAL o efsl= 70| BIOT
EZS 28 + UL Ar8Ars OAE 0| AL HIO|RQUAZE HE SOl oi Y
ME gHe 4F0|L MH|AE BIOT E22 2 ZA|ota ofefe 4= ASLIC

O|Q} Z0| BIOT EEL& L}l s=1F el

HIO[RWALE BE Sof Helop/ Wt X 282 = UEHLL
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@ BioPassport
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E’ —.'?'_—HH(Distribution) R BioPassport

E 32 YA BIOT (BioPassport Token)
E 23l 2k 8,800,000,000 BIOT

==H 2 H ER3: Ethereum

EZ 5 5F:ERC-20

1.21%

® TEAM 13.79%
@ DEVELOPMENT 25.00%
@ OPERATION 20.00%
@ ECOSYSTEM 15.00%
@ MARKETING 20.00%

PRIVATE SALE 3.00%

BOUNTY 2.00%

STRATEGIC PARTNER 1 1.21%
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@ BioPassport

29 £0f Al H|0|E| X|E&H&
QY MY Hlo[E &5

1.
2. Al ecosystemOf| -2 7§ Q12| = E(DPHR) 2ot F* Ot

1. XA Al 7] &

2. AFEA HIOIHE fIg S5 Ml ot7[8H A+
3. 2542 =2 ?let Ve TEH 2HE A gE

td
1 HIEF bl B
2.AI 2% 9| JF A Ol =HE

A Az} =g

1. A CIX|E o|& ZO0F A
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